This Guide Brief focuses on assisting communities with Step 2 -Understand the Situation -with respect to communication systems. When characterizing communication systems in a community, communities need to gain an understanding of both the service provider systems and their own systems. In some situations, communities may need to leverage communication service provider systems and their capabilities. In other cases, communities may have the capability to provide their own recovery resources. The primary intended audience for this Guide Brief is the portion of the collaborative planning team focused on understanding and improving recovery of communication systems.
Introduction
Communities should consider inviting representatives from service providers of local communication systems to be on the collaborative planning team. Including these subject matter experts is essential to understanding the possible roles that their industry can play in facilitating recovery of the community following a hazard event, and to developing effective and reliable plans. Their participation will also help develop a shared understanding of community resilience for communication systems and an understanding of the community's desired communication requirements and objectives. However, different types of communication systems may have varying functional requirements, depending on their role in the community infrastructure.
A unique aspect of communication systems is that the service providers are all privately owned and operated corporations that operate in a regulated, competitive environment. Given the competitive nature of their business, representatives from competing organizations may not be able or willing to share information about operations and recovery plans in a public setting. While their participation on the planning team is important, separate meetings and agreements to protect their information may be needed First Responder Communication Capabilities. The communication capabilities of the community's first responders -both stand-alone systems and those that depend on the communication infrastructure -need to be evaluated. The communication continuity objectives and alternative (backup) methods used by first responders can be prioritized for recovery options based on local needs and capabilities.
Risk Assessments. The planning team should discuss risk assessments (e.g., projected long-term sea level rise, areas subject to liquefaction from seismic or rain events, flood zones) so that communication assets are either designed for these hazards or plans can be made to relocate them from vulnerable areas of the community. Existing assets that are located in potentially vulnerable areas (now or in the future) may be addressed by developing alternative plans to mitigate or recover from anticipated damage. This allows the community and the service providers to develop compatible plans for their anticipated risks.
Discussions of risk assessments may include Present Mode of Operation (PMO) and Future Mode of
Operation (FMO) plans by the service providers to enable a dialog on how communication service providers can contribute to improving the resilience of the community communication systems.
What are PMO and FMO?
PMO is the Present Mode of Operation. PMO is a term used by communications service providers in reference to the way that their systems currently operate, the technology they use, and how recovery operations are executed.
FMO is the Future Mode of Operation. This term is used by communications service providers in reference to the way their systems will work in the future, anticipated changes in their technology, and how recovery operations will be executed.
Since technology in the communications industry changes rapidly, it is important to understand how changes in communications systems will impact performance and recovery of the communication systems when a hazard event does occur.
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Coordination with Other Infrastructure Service Providers. Communication systems rely on other infrastructure systems such as energy and transportation. The planning team may be able to facilitate coordination among service providers for infrastructure systems while addressing community recovery priorities. These discussions may identify important dependencies to be considered in planning so that all parties understand and plan for the desired sequence of events for recovery.
Continuity of Operation (COOP) Plans. Communities often develop COOP plans for people, essential applications, and key businesses. The planning teams can review their COOP plans with communication representatives to ensure that appropriate communication solutions are in place or can be made available to support other infrastructure systems.
It is also important to discuss incident response plans for both the communication providers and the community to ensure that both parties are aware of the other's plans and are collaborating when executing those plans.
Local Knowledge. The planning team can provide knowledge of local requirements and concerns, such as franchise rights, permit issues, coverage gaps, system robustness, and historical and preservation areas. The service providers can provide input and options for expanding coverage or improving service after an event, and for improving long-term resilience. For example, a cell tower may need to be built to improve community resilience, but community residents may resist its construction for various reasons (e.g., "not in my back yard").
Contact Information. The planning team and service providers can document key contacts for business as usual (BAU) or non-emergency situations and for emergency or recovery situations after a damaging hazard event. For example, emergency contacts for the communication service provider are with local and State Emergency Operations Centers (EOCs) representing the Emergency Support Function (ESF-2) role whereas contacts for BAU may include sales, customer care or technology roles. Back up contacts are needed in case primary contracts are unavailable.
Relationship Between EOC and ESFs
Local and state EOCs are activated to appropriate levels as needed when a potential hazard event is identified. The EOC director will then activate emergency support functions (ESFs) in response to the hazard event [Florida Division of Emergency Management 2016] . ESFs are identified under the National Response Framework [Federal Emergency Management Agency 2016a] and are organized to coordinate among the necessary parties (county agencies, non-governmental organizations, private sector service providers, state agencies, and the Federal government) and complete tasks that support recovery of the community [Hamilton County Emergency Management and Homeland Security Agency 2016]. ESF-2 is specific to communications [Federal Emergency Management Agency 2016b] . Ensuring that the collaborative planning team has a current list of contacts in ESF-2 will help the planning team coordinate with ESF-2 and get recovery off to a quick start when a hazard event occurs.
Support Communication Service Providers
In addition to sharing pertinent information with communication service providers, it is important for the collaborative planning team to gain an understanding of how communities can provide support to service providers to facilitate the recovery of the communication systems. • Establish a consistent process for issuing identification badges to emergency communication responders and other personnel needing to access places within a controlled area, such as a damaged roadway with limited access.
• Provide security forces and establish protective measures around the impacted site, critical infrastructure, and/or critical facilities.
• Provide protection of emergency communication responders and other workers operating in a highthreat environment. For instance, the planning team can discuss whether the communication service providers can restore service without a permit to prevent delays following a hazard event and to file the appropriate paperwork after recovery of critical facilities. These permitting processes can directly impact the rate of recovery following a hazard event.
